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The present analysis demonstrates why the 
availability of authentic and reliable data 
has outstanding significance in terms of 
the national data asset and in the interest 
of implementing the strategic target system 
supporting the efforts for the digitalisation 
of the public sector and artificial intelligence-

based developments. consequently, it presents 
the different levels of data asset use, the role of 
using artificial intelligence in the public sector, 
and the significance, risks and challenges of 
the authenticity and reliability of public data, 
from both a data protection and a public funds 
aspect. Regarding the empirical research tools, 
the authors chose the method of analysis to 
process the topic.E-mail address: szabigvezeto@asz.hu
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LeveLs anD IDenTIFIeD rIsKs  
OF DaTa asseT managemenT  
anD PubLIc DaTa use 

organisations in both the private and public 
sectors perform the management of all data 
received by them, generated by them or 
forwarded from them, i.e. the ‘data asset’, 
pursuant to the legal framework and subject 
to their activity and range of duties as some 
kind of ‘stock’ (Péterfalvi, 2017, pages 263-
264). organisations performing public ser-
vice are entitled and obliged to process data 
types of extremely large diversity in many 
data categories, regardless of whether they are 
data stored electronically or in paper-based 
documents. accordingly, the subject of the 
data management of organisations performing 
public service can be classified data, personal 
data and public data, such as data of general 
interest and data accessible on general interest 
grounds.

Pursuant to article Vi of the fundamental 
law, everyone has the right to the protection 
of his or her personal data, as well as to 
assess and disseminate data of public 
interest. Pursuant to article 39 of the 
fundamental law, data relating to public 
funds and national assets are data of public 
interest. access to public information can be 
considered a certain pledge, a fundamental 
pillar of the rule of law, in connection with 
which freedom of information only exists if 
‘everyone has free access to the information of 
the public sector; this right can only be restricted 
by law, in a limited manner’ (székely, 2015, 
page 40).

The access to data of public interest can 
also contradict the data security requirement. 
certain institutions of the public sector must 
meet extremely high information security 
requirements pursuant to the relevant law. The 
requirement of meeting high-level information 
security conditions – with merely formal 

significance – is in contrast with ensuring 
wide-ranging access to data of public interest. 

The paradox is due to the nature of 
‘competing’ fundamental rights incorporated 
in the fundamental law – data asset security 
and data protection versus transparency of 
data of public interest. The restriction of 
the fundamental right incorporated in the 
fundamental law is only possible within 
constitutional frameworks pursuant to the 
conditions provisioned in article i (3) of 
the fundamental law, i.e. by way of legal 
regulation, in the interest of the enforcement 
of other fundamental right or the protection of 
some constitutional interest, to the absolutely 
necessary extent, in proportion to the objective 
pursued, with the material content of the 
fundamental right observed. The right to assess 
and disseminate data of public interest is a 
fundamental right provisioned in article Vi of 
the fundamental law, concerning which the 
restriction of assessing data of public interest is 
only possible under expressly strict conditions 
within the effective legal frameworks and 
based on the effective legal practice. Rejection 
of request to assess data of public interest 
by a body performing public service is only 
possible for reasons specified by the law, in a 
limited range.

Pursuant to the information act in 
effect, request for data of public interest 
can be initiated by anyone without interest, 
implication; anyone can apply for assessing 
data of public interest. in connection with 
the regulation of request for assessing data 
of public interest, the information act does 
not require the specification of the purpose 
of the application; pursuant to the provisions 
of the law, assessing data of public interest 
must be ensured regardless of the purpose of 
the applicant. Based on the explanation of the 
information act, the purpose of the legislator 
is to ensure the access to data of public interest 
against the controller having information 
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monopoly. Pursuant to the relevant legal 
practice of the data protection authority, ‘the 
purpose of requesting data of public interest 
is irrelevant in the cases of requesting data of 
public interest (motivation of the data request) 
[…] according to the Authority, in the course of 
granting the data request, it cannot be examined 
if the applicant exercises his or her fundamental 
right as intended, and what is the purpose of the 
application. Data requests cannot be rejected on 
the basis of misuse of the law’ (Péterfalvi, 2014).

all this can result in individual data 
requests, occurring on a massive scale 
in practice, leading to misuse-type legal 
practice, and presenting significant additional 
administration challenges to the organisations 
fulfilling requests of data of public interest. 

in its civil decision of principle no. 16/2013, 
the curia of hungary established that the 
exercising of the fundamental right related 
to requesting data of public interest must be 
legitimate, in the case of exercising the right 
with misuse, granting the data request can 
be legally denied (judgement no. eBh2013 
P16). according to the interpretation of the 
data protection authority – related to the 
referenced judgement –, ‘in the case of every 
single data request, the existence of the misuse 
of law must be examined and the priority of 
public interest related to rejection (elimination 
of unlawful legal practice against the principle of 
the Civil Code) must be weighed independently. 
Otherwise, the organisation performing public 
service could deprive a particular applicant of 
exercising his or her fundamental right if it is 
assumed from the beginning that regardless of 
its content and subject, the application for data 
effects misuse’ (Péterfalvi, 2020).

The above illustrate the narrow boundaries 
within which the access to data of public 
interest can also contradict the requirement 
of data security. in addition to the access to 
data of public interest, the constitutional 
interest related to the protection of national 

data asset can also be deduced from the 
fundamental law. data – including the 
totality of data of public interest, personal data 
and data accessible on public interest grounds 
– processed by the institutions of the public 
sector, i.e. the bodies performing public service 
enjoy outstanding protection by the law; 
they constitute part of the so-called national 
data asset. Pursuant to the law, the national 
data asset is deemed a national asset, an asset 
element belonging to the national assets, and 
as such, enjoys outstanding constitutional 
protection pursuant to the fundamental 
law, including the requirements of the 
protection of national assets and responsible 
management of the national assets [article 38 
of the fundamental law, section i) of article 
2 of act cXciV of 2011 on national assets]. 
Provisions ensuring protection of the data do 
not apply to persons holding data removed 
from this protected circle by application for 
assessing data. all this has an adverse effect 
on the information security efforts of the 
public sector’s organisations in terms of data 
confidentiality and integrity.

several levels and dimensions of data 
asset management are known, including 
internal use of data within the organisation, 
forwarding data to and sharing data with 
external organisations, as well as national 
and international use of the organisation in 
broader dimension. data asset management 
has an economic aspect, namely the question 
of efficient management of data asset as stock. 
Regarding laws concerning information, ‘the 
key to appropriate data asset management is 
lawful, planned and secure data processing” 
(Péterfalvi, 2017, page 264).

state data asset use has several dimensions, 
however, in the absence of long-term data 
asset strategy document system, state data 
asset is considered ‘uncut diamond’ because 
despite the fact that the state can be deemed 
the biggest data owner, ‘significant part of the 



 focus on the digitalization 

Public finance Quarterly  special edition 2021/1 55

state data asset is still not exploited today; it lies 
unused’ (schopp, 2020). Part of this is linked 
with the deficiency of the related regulatory 
environment that ‘data asset’ is not defined by 
the effective laws.1 

data constituting elementary part of the 
data asset are typically approached by the 
practice via the protection relation of data or 
the concept relation of personal data (whether 
data include personal data or not). some try to 
define the concept of data asset with the tools 
of copyright, and attempt to deduce it from 
the concept of business secret. it is more likely, 
however, that the future legal concept of data 
asset will be regulated as a completely new, 
independent legal institution, after which the 
concept system of the data asset can also be 
established.

further problems are posed by the 
disintegration of data asset-related tasks and 
powers, and the fact that the precise number 
of administrative records is not known, the 
degree to which the data sets therein have been 
processed is low. 

The transparency and use of state data asset 
are still hindered by the fact that there is still 
no publicly available record of the state data 
asset in hungary. This is despite that, the 
government decision on the digital Welfare 
Programme of hungary prescribed the 
obligation of the overall survey of the public 
data asset and the preparation of the public 
data cadastre with a deadline of 31 March 
2017 [pursuant to article 7/g) of government 
decision no. 2012/2015. (Xii. 29)]. The 
strategic necessity of establishing a national 
cadastre was already specified in the digital 
Welfare Programme (dJP) published in 2015 
(dJP, 2015).

The absence of publicly available records of 
the state data asset significantly hinders the re-
use of the public sector’s data, and public actors 
often collect and generate data in parallel. 
in addition to the businesses potentially 

interested in re-use, without a state data asset 
cadastre, the bodies of the public sector cannot 
see in depth the range of public data they 
could use from data generated or collected by 
other bodies (Börcsök et al., 2019, page 67).

another problem is the undervaluation of 
data. There is no precise calculation method 
concerning the calculation of the data asset’s 
value and its settlement in the course of its use 
(schopp, 2020), 

The intention of the government to establish 
a detailed legal background for the data asset 
– by creating the data asset framework act2 
– in the near future is considered a positive 
step. further positive development is that the 
artificial intelligence strategy approved by 
government decision in september 2020 also 
includes strategic goals concerning data asset 
(ai strategy, 2020).

in connection with the broader dimension 
of managing public data, the Psi directive on 
further use of public sector information and 
the act on the re-use of public data adapting 
it to the hungarian legal environment (Public 
data act) laying down the foundations of 
further use of data of public interest have 
significant relevance.

use OF PubLIc DaTa, ITs ‘re-use’  
as OPen DaTa

The european union also recognised the 
potential hidden in the data of public 
administration, as one of the goals of its 
open data strategy announced in the inte-
rest of enforcing efficiency viewpoints is to 
facilitate the secondary – market-based – use 
of public data of public administration bodies 
unexploited to date. accordingly, the data 
economy building strategy and the artificial 
intelligence strategy of the european union 
also facilitate, among others, wider access to 
and efficient use of public data or open data.
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considering its objective system, the Psi 
directive and the Public data act, which 
adapted the former to the hungarian legal 
system in 2012, do not target the transparency 
of the public sector or the strengthening of 
free assessment of information generated 
by the public sector. instead, they wish to 
ensure further use of public data – primarily 
for market or business purposes – based on 
uniform eu regulatory frameworks, and 
through it, the wider and more efficient use of 
the public data asset. 

The so-called open data strategy of the 
eu issued in 2011 is worth mentioning as 
a historic antecedent prior to the adaptation 
of the Psi directive to the hungarian legal 
system. The open data strategy of the eu 
served the implementation of the central 
objective of the europe 2020 strategy, the 
goal of which was to put the european 
economy on a strong and sustainable growth 
path. according to the strategy, ‘increase of 
the European innovation potential and more 
efficient exploitation of the available sources 
are necessary to achieve this objective’, which, 
from among the group of sources requiring 
exploitation, primarily named public data. 
Public data consist of information generated, 
collected or purchased by public bodies 
on the territory of the european union. 
Pursuant to the open data strategy of the 
eu, ‘making these sources publicly available 
– in the interest of increasing the efficiency of 
new products, services or the efficiency of public 
administration bodies – could result in an 
annual EUR 40 billion economic profit in the 
European Union’ (eu open data strategy, 
2011). how much from this planned 
economic growth was actually realised by 
2020 is outside the framework of the topics 
examined by the present analysis, however, 
the quantitative plan figures shed light on the 
weight and significance of potential economic 
advantages to be gained by the exploitation 

of open data. The european commissioner 
of the european commission responsible 
for the uniform digital market issued an 
approximately annual euR 12 billion worth 
of economic forecast for the coming decade 
related to the use of open data, according to 
which ‘the total direct economic value of the 
public sector’s information and data originated 
from the public undertakings is expected to grow 
from annual EUR 52 billion in 2018 to EUR 
194 billion by 2030’ (ansip, 2019).

The data economy building strategy of the 
european union announced in 2017 identified 
the so-called data localisation requirements 
prescribed by the Member states in connection 
with the public administration bodies, which 
may restrict the free flow of data within the 
eu, as a factor hindering the growth of the 
data economy of eu. as an example of such 
data localisation requirements, the document 
mentions the rules generally prescribing the 
local storage of archived data generated in the 
public sector (eu data strategy, 2017). in this 
respect, it should be noted that the regulation 
concerning the hungarian electronic 
information systems of the hungarian public 
sector also prescribes such data localisation 
requirements, which, for the purpose of 
enforcing increased data security of the data, 
restricts the storage and operation of national 
data asset elements and electronic information 
systems outside the territory of hungary 
[pursuant to article 3 (1) of act l of 2013 on 
electronic information security of state and 
local government Bodies, hereinafter referred 
to as: information security act]. despite the 
potential obstacles, the 2017 data economy 
building strategy forecasted significant 
growth in the value of the eu data economy, 
the estimated value of which was 1.85% of 
the gdP of eu in 2014, as opposed to its 
estimated value of 3.17% of the eu gdP by 
2020 (eu data strategy, 2017).

in the interest of the better use of public and 
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private data, the new european data strategy 
of the eu published in 2020 also envisages 
similar data economy development potential. 
as an ambitious target, the new european data 
strategy specified that, through the appropriate 
policies and investments of the Member states 
and businesses, the commission invests a total 
of euR 4-6 billion in common european data 
areas and the european integration of cloud-
based infrastructures and services (eu data 
strategy, 2020).

in addition to the re-use of public data as 
open data, the application of new technologies 
supporting digital transformation, such as 
the use of artificial intelligence (ai), also 
promises significant economic and social use. 
With regard to the economic significance of 
ai technology, the european union budgeted 
an euR 20 billion annual investment target 
in connection with the artificial intelligence 
technology for the coming decade (ai 
coordinated Plan, 2018).

aI In THe wOrLD OF PubLIc DaTa

The difficulty of defining artificial intelligence 
– as a concept – is also shown by the number 
of literatures offering solution for this 
problem. Within the framework of the present 
analysis, we consider the following definition 
in the artificial intelligence strategy of hun-
gary issued in 2020 as standard: ‘Artificial 
intelligence is a piece of software capable of 
mapping parts of human intelligence and 
supporting or autonomously performing processes 
of perception, interpretation, decision making 
and action’ (ai strategy, 2020, page 9).

digital data revolution and the new 
technologies supporting it – among others, the 
use of ai – have an undoubtedly increasing 
influence on our everyday lives, from which 
the organisations of the public sector and the 
public services are no exceptions. 

in our data-driven digital economy, the 
question in connection with the use of ai 
‘conquering’ the world of public data all at 
once is not whether the use of ai in the public 
sector is justified, but how the use of data also 
concerning the public sector can be supported 
more efficiently with ai technologies. 

in the interest of exploiting the opportunities 
given by ai and managing the resulting 
challenges, the european union announced 
the necessity of a specific ‘european approach’ 
in its 2018 ai strategy (ai strategy, 2018) and 
in its White Book on artificial intelligence. 
among others, the ‘anthropocentrism’ of 
ai, the necessity of building ‘trust’ in the 
technology and building the european ai 
sector on values and fundamental rights, 
such as the protection of human dignity and 
privacy, are incorporated in this european 
approach (ai White Book, 2020).

notably, the legal and technological 
regulatory frameworks of the use of ai are 
not mature yet either in hungary or in the 
european union. in the interest of establishing 
the ethical and legal regulatory frameworks 
of ai, in october 2020, the european 
Parliament published a recommendation 
on the ‘ethical and legal challenges’ of ai 
development, without binding legal force for 
the Member states, in which it is emphasised 
that technology could not develop at the 
expense of the humankind and the protection 
of intellectual property rights and patents, 
private persons and business with civil liability 
(ai Recommendation, 2020). 

no legal framework system for the use of ai 
has yet been established in hungary, however, 
the related strategic document system is 
available. a significant progress in the field 
of using ai in hungary was the artificial 
intelligence strategy of hungary being 
approved by government decision in september 
2020. The hungarian ai strategy was 
approved with the objective that ‘the citizens, 
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businesses and sectors of public administration 
could prepare for the changes caused by artificial 
intelligence and could exploit its advantages’ 
[as regulated in government decision no. 
1573/2020 (iX. 9.)]. digital transformation 
concerning data of the national data asset in 
the hungarian public sector reached another 
milestone by incorporating the use of ai in the 
national strategic framework system.

The government decision approving the ai 
strategy of hungary established the institution 
system supporting the implementation of the 
strategic target system, provisioning, among 
others, the establishment of an artificial 
intelligence innovation centre, artificial in-
tel ligence national laboratory and hunga rian 
data asset agency.

The question of what conditions are 
necessary in using ai efficiently in the public 
sector arises. according to the professional 
head of the digital Welfare Programme, 
‘artificial intelligence will be used well in 
Hungary if data economy is established and the 
subjective and material frameworks of data asset 
are specified for it’ (gál, 2020). in keeping with 
this, the building of data economy is essential, 
for which the relevant legal frameworks, such 
as the concept of data asset, must be rethought.

data are the foundation of fulfilling the goals 
of ai and the necessary computer learning . 
according to the professional head of the digital 
Welfare Programme, ‘artificial intelligence 
cannot learn without data, therefore it needs clean 
information for its operation’ (gál, 2020).

in our opinion, good quality, reliable data, 
in addition to clean information, are also 
necessary to achieve the wished operation, as 
the use of an unsuitable data set in the process 
of computer learning may lead to undesired 
goals and my cause serious damage. This is also 
specified by the so-called gigo (‘Garbage in, 
garbage out’) principle, one of the fundamental 
laws of informatics, according to which bad 
data will give bad results. 

This is supported by the fact that several 
eu Member states deem the existence of 
reliable data of strategic importance for the 
wide ranging and secure use of ai. danish ai 
strategy specifies the following: ‘The progress of 
artificial intelligence is subject to the quality and 
quantity of data’ (danish ai strategy, 2019). 
The strategic document of germany drawn 
up in relation to ai states the following: 
‘Regarding AI and the methods of computer 
learning, availability and quality of data are 
central conditions and determining factors of the 
results’ quality’ (german ai strategy, 2018).

The question of when we can deem data 
reliable arises. in order to answer this question, 
approaches from both data security and public 
funds viewpoints are worth taking.

reLIabLe DaTa regarDIng DaTa 
securITy

‘data’ constituting the basis of digitalisation 
in the public sector enjoy outstanding legal 
protection compared to private sector’s data, 
because, in addition to the data protection 
legal regulations enforced in the public sector, 
controllers must comply with extremely strict 
data security legal requirements.

concerning the public sector, information 
security is provisioned by the information 
security act and its acts of implementation. 
The basis of the outstandingly high data 
protection and data security requirements 
of the public sector’s organisations is a social 
requirement according to which the security 
and protection of data in the relation between 
the citizen and the state – including personal 
data of the citizens (!) – must have outstanding 
priority with regard to the institution 
protection obligation of the state. 

in this context, the strict legal requirement 
of the public sector’s organisations is the 
provision of closed, complete, continuous 
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and risk-proportional protection of the 
information related to information systems 
and data stored therein. The protection of 
personal data therefore cannot be implemented 
without meeting the information security 
requirements.

concerning data security, the ‘reliability’ 
of data is ensured by the enforcement of the 
information security requirements. With 
regard to electronic information security, in the 
case of the information technology systems and 
applications of the state and local government 
bodies, the enforcement of the threefold 
principle incorporated in the information 
security act has outstanding importance. 

The act adapted the spirituality of 
standard no. iso/iec 2700.1 constituting 

the foundation of information security in the 
competitive sector. accordingly, the measures 
guaranteeing data protection are built around 
the following three fundamental categories (see 
Figure 1): 

•	confidentiality,
•	integrity,
•	availability.
confidentiality is the property of the 

data ensuring that it can only be known, used 
by authorised parties, only they can make 
decisions about is, , and only to the extent of 
their authorisation.

integrity means that the content and 
properties of the data are identical with the 
expected content and properties, including 
the certainty that it originates from 

Figure 1

Data security – viewpoints of Data classification  

Source: own edition

Data security 
(classification)

Confidentiality

Integrity Availability
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expected source (authenticity), as well as the 
possibility of verifying its origin, certainty 
(nonrepudiation).

availability means that authorised parties 
can access the wished data at a specified time 
and for a specified period.

in the case of the protection of data – as 
well as their integrity –, in harmony with the 
international standards and good practices, 
the information security act subjects the 
protection measures to be set up to the 
classification of data per security class and to 
the classification of organisations per security 
level. Both in terms of the security level and 
security class, the act requires the use of a scale 
from 1 to 5, the classification in which must 
be performed based on risk analysis. The set-
up of protection measures proportional with 
the risks fulfilling the goal specified in the 
law can thus be ensured. in the absence of 
this fundamental act, the given organisation 
only ‘shoots blindly’, as it cannot identify the 
requirements deemed necessary by the act 
and therefore it cannot take action to establish 
them appropriately either. 

on that basis, compliance with the 
information security act is essential in terms 
of assessing the reliability of data generated and 
processed in the public sector, the responsibility 
of which lies with the data owners of the data. 
clear definition of data owner roles within the 
given organisation, therefore, has outstanding 
significance, which – as we have mentioned it 
before – is also an important precondition of 
using ai in the public sector.

concerning data security, data are ‘reliable’ 
if the integrity of data (confidentiality, 
integrity, availability) is ensured within an 
organisation, therefore, due to the closed, 
complete, continuous and risk-proportional 
protection of information, the risk of data 
vulnerability is negligible. 

one of the most significant challenges of 
providing data necessary for the operation of 

ai and the reliability of data is how to ensure 
the reliability of data once they are removed 
from the responsibility of the data owner. 

audit experience regarding the practical 
operation of the hungarian framework system 
of data protection of the state audit office of 
hungary is also available. in the course of the 
2017 audit of the hungarian data protection 
framework system and certain priority data 
bases, the sao found that the fact that the 
audited organisations did not always perform 
the classification of their electronic systems 
used for data processing and the classification 
of the entire organisation per security class 
and security level pursuant to the provisions 
was a vulnerability risk from a data protection 
viewpoint (sao report (2017). in 2020, 
within the framework of a subsequent audit, 
the sao audited the implementation of the 
tasks specified in the action plan of the audited 
organisations related to the findings made in 
its referenced report. concerning the audited 
organisations, the subsequent audit found 
an overall improvement in the field of data 
processing security, however, at the same time, 
part of the risks related to performing data 
protection and data security supervisory tasks 
still exists (sao report, 2020).

all of this suggests that there is still room 
for improvement in the interest of increasing 
data integrity of the state information systems 
and state data asset before we can speak of 
the availability of ‘reliable’ data in connection 
with the data asset elements.

in conclusion, concerning the information 
security of state and local government 
electronic information systems, it can be 
established that in the absence of compliance 
with the referenced principles, the integrity 
of data, i.e. their reliability and authenticity, 
processed and stored in the given information 
technology system is not ensured. This 
questions whether fundamental requirements 
of the system are fulfilled. 
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On THe PubLIc FunDs asPecTs  
OF auTHenTIc anD reLIabLe DaTa

in its article 39, the fundamental law 
specifies that every organisation managing 
public funds is obliged to publicly account 
for its management of public funds. Public 
funds and national assets must be managed 
according to the principles of transparency 
and the purity of public life. under the 
extraordinary circumstances experienced 
during the covid–19 pandemic, the role of 
increased enforceability of the principles of 
the accountability and transparency of public 
funds, the necessity of their enforceability and 
guaranteed provision regarding freedom of 
information have gained more weight.

in the case of certain public sector data, 
the law quasi presumes the ‘reliability’ and 
‘authenticity‘ of the data. such are the so-
called ‘official public registers’, the purpose 
of keeping which is to offer authentic proof 
of confirmation of data contained by them 
[pursuant to section b) of article 97 (1) act 
cl of 2016 on general Public administration 
Procedures (Ákr.)]. in connection with these 
records, the authenticity of data contained 
therein can be refuted in retrospective based 
on public or court proceedings, i.e. refutable 
legal protection exists, that the included data 
are authentic. Based on the relevant legal 
provision pending proof to the contrary, data 
contained in the official registers must be 
presumed to exist, and data deleted from the 
official registers must be presumed not to exist 
[Pursuant to article 97 (2) of Ákr.].

The authenticity of data contained by these 
official registers is recognised by the force of the 
law. as a general rule, it must be presumed that 
a party acquiring certain rights relying upon 
the data obtained from an official register was 
acting in good faith [article 97 (2) of Ákr.].

The fundamental principles for the 
registration of legal persons related to the 

authenticity of registers are provisioned by 
article 03:13 of the civil code. according 
to section (1), all entries made to the register 
of rights, facts or data must be evidenced 
by a document, court or administrative 
decision specified by law. The definition of 
the authenticity of the register is included in 
section (2), pursuant to which the rights, facts 
and data it contains must be presumed to exist 
and to be authentic.

The issue of the ‘authenticity’ and 
‘reliability’ of data content of registers without 
authenticity relating to the asset elements of 
state data asset needs special attention. in 
the course of its audits, the sao experienced 
the absence of authenticity and reliability of 
the audited data on several occasions. several 
findings of the sao audits include the fact 
that the audited organisations do not perform 
their obligation related to the publishing of the 
annual report prescribed by the law, or do not 
perform it appropriately. in several cases, the 
sao also found that the reports of the audited 
organisation were published without the legal 
action of the body authorised to approve the 
report. it is a deficiency regularly revealed in 
the course of the sao audits that the audited 
organisation attempts to verify its reporting 
obligation not with the authentic report 
signed by the organisation but with the report 
without signature recorded in the company 
information service, the authenticity of 
which is not ensured in the present regulatory 
environment.

The relevant regulations, such as the 
accounting act and the separate regulations 
on the preparation of accounting report, 
prescribe that the accounting report must be 
signed by the person authorised to sign by 
the law and must be approved by the body 
authorised to approve it.

Regardless of whether the register is 
authentic or not, pursuant to the legal 
regulations in effect, the organisations 
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performing tasks related to the publishing 
of the reports do not have the expressed task 
and authority to confirm the authenticity 
of the reports’ data content ex officio. The 
examination of the reports submitted for 
publishing is not ensured in the sense of 
whether data included therein are reliable.

There is demand for the establishment of 
a regulatory environment for the principle 
of transparency and accountability of public 
funds incorporated in the fundamental law, 
the enforcement of the conditions of fair 
economic competition specified in the law, 
the security of economic turnover and the 
protection of the creditors’ interest to examine 
if the accounting reports of the organisations 
submitted for publishing are reports signed 
and approved by the authorised persons, 
which guarantees data included in them. 
This is particularly relevant in cases where 
the register is deemed an authentic database 
pursuant to the law.

The sao experiences related to the 
publishing of reports referred to above shed 
light on the outstanding significance of the 
reliability and authenticity of data asset 
elements in connection with the registration 
of state data asset. 

concerning the recording of national data 
asset, the absence of availability of authentic 
and reliable data may have the consequence of 
including unreliable and non-authentic data 
in certain official public registers. in this case, 
the fundamental authenticity of official public 
registers can be questioned, contradicting 
the legal protection, according to which 
official public registers authentically prove 
by the force of the law that data contained 
therein, the registered rights and facts, and 
their modifications exist pending proof to the 
contrary. 

if we use data in such database – giving 
the impression of being a database containing 
authentic data – with ai technology, it will 

certainly have adverse effects, because – as we 
already mentioned it – ‘artificial intelligence 
cannot learn without data, therefore it needs 
clean information for its operation’ (gál, 2020).

a further challenge regarding the availability 
of authentic and reliable data is posed by the 
fact that the organisations operating in the 
central system of the general government and 
in the subsystem of the local governments must 
meet extremely strict compliance requirements 
resulting from dual sector (data security, data 
protection and accounting, professional and 
general government management) regulations.

it was experienced on several occasions 
in the course of the sao audits that the 
information technology system of the audited 
organisation was not suitable to ensure the 
generation of annual budgetary reports giving 
a reliable and authentic picture in compliance 
with the professional accounting and general 
government management-related sector 
requirements.

in this respect, the effective regulation, 
pursuant to which the certification of the 
compliance of document management 
software tools usable by organisations 
performing public service is carried out by so-
called certifying bodies not holding official 
authority, can be identified as a good practice. 
The certifying body issues a certificate on the 
compliance check, in which it certifies that a 
given data management software tool meets 
the conditions of use prescribed in a separate 
regulation.

in connection with information technology 
systems supporting the availability of 
authentic and reliable data, the issue arises that 
similarly to the certification of the utilisation 
conditions of data management software 
tools usable at organisations performing 
public service, the compliance of the state 
information technology system with public 
funds compliance requirements should also be 
certified with a certificate.



 focus on the digitalization 

Public finance Quarterly  special edition 2021/1 63

according to article 38 (1) of the 
fundamental law, the legal prescription 
and implementation of the certification 
procedure concerning the public funds 
compliance requirements of state and local 
government information technology systems 
would significantly support the practical 
enforceability of the requirement of the 
responsible management of national assets.

Based on the presented risks and challenges, 
a paradigm shift is necessary regarding the 
processing of the public sector’s data, and the 
preparation of strategies aimed at it, with the 
fundamental condition provisioned that the 
national data asset must be based on data 
which can be deemed reliable and authentic. 
a more efficient use of public data or open 
data and its support with artificial intelligence 
developments can exclusively be built on 
authentic and reliable data asset elements.

until it is fully ensured that the records 
contain reliable and authentic data in 
connection with the asset elements of state 
data asset registers – due to the deficiencies 
of the regulatory environment and necessary 
controls built in the process –, we cannot 
speak about efficient management of the data 
asset as ‘stock’. Therefore, concerning ai, such 
type of data are an increased risk, which may 
produce the gigo effect repeatedly as a result.

summary, cOncLusIOn

The more efficient use of the national data 
asset’s data is in the focus of supporting the 
use of data processed in the public sector 
with artificial intelligence technology. The 
potential hidden in the data of the public 
sector was also recognised by the european 
union, since one of the goals of its open data 
strategy announced in the interest of enforcing 
efficiency viewpoints is to facilitate the 
secondary – market-based – use of public data 

of public administration bodies unexploited to 
date. accordingly, the data economy building 
strategy and the artificial intelligence strategy 
of the european union also facilitate wider 
access to and efficient use of data essential for 
the use of artificial intelligence, among others.

despite all this, it is emphasised less that 
in order to achieve strategic goals concerning 
the use of artificial intelligence, there is need 
for primarily reliable and authentic data 
preceding any efficiency issue. Regarding 
the integrity of data processed in the public 
sector, the development of digital economy 
and the artificial intelligence developments, it 
is essential that the national data asset is built 
on secure foundations, reliable and authentic 
data. 

in the course of its audits, the sao 
experienced the absence of authenticity 
and reliability of the audited data on several 
occasions. in the course of the audit of the 
hungarian data protection framework system 
and certain priority data bases, the state audit 
office of hungary found that the fact that 
the audited organisations did not perform the 
classification of their electronic systems used 
for data management and the classification of 
the entire organisation per security class and 
security level appropriately was a vulnerability 
risk regarding data protection. 

With regard to electronic information 
security in the case of the information 
technology systems and applications of 
the state and local government bodies, the 
enforcement of the threefold principle – 
integrity, confidentiality and availability 
– incorporated in the act on information 
security has outstanding importance. in the 
absence of this the integrity, i.e. the reliability 
and authenticity of data processed and stored 
in the given information technology system, 
is not ensured. This questions whether the 
fundamental requirements of the system are 
fulfilled.
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additionally, in the course of its audits, 
the sao also found that certain electronic 
databases – such as databases processing the 
reports of companies and other organisations 
– contained unreliable, non-authentic data. 
The reason for this is that the databases are 
organised without regard to the accounting-
professional legal provisions, which is a material 
risk regarding reliability and authenticity.

concerning the recording of national data 
asset, the absence of availability of authentic 
and reliable data may have the consequence 
of including not valid and non-authentic data 
in certain official public registers. in this case, 
the fundamental authenticity of official public 
registers can be questioned, contradicting the 
legal protection according to which official 
public registers authentically prove by the 
force of the law that data contained therein, 
the registered rights and facts, and their 
modifications exist pending proof to the 
contrary.

in conclusion, a paradigm shift is 
necessary regarding the strategies targeting 
the efficient use of the public sector’s data, 
with the necessity to record the fundamental 
precondition that the national data asset must 
be based on reliable and authentic data. 

a more efficient use of public data or 
open data and its support with artificial 
intelligence developments can exclusively 
be built on authentic and reliable data asset 
elements. By projecting the principle applied 
to the world of informatics and mathematics 
to artificial intelligence, according to which 
bad result is obtained from bad data, the fact 
that the inaccuracy, unreliability of input 
data predestines the generation of incorrect 
result products (conclusion, decision), even 
if the appropriate algorithm is used, can 
be demonstrated well. This – in the case of 
assessing an application, for example –- may 
result in direct financial losses both for the 
citizens and the state.
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